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EXECUTIVE SUMMARY

Public health involves many organizations throughout the PHIN (Public Health Information
Network), working together to protect and advance the public's health. These organizations need
to use the internet to securely exchange sensitive data between varieties of different public health
information systems. The exchange of data, also known as "messaging™ is enabled through
messages created using special file formats and a standard vocabulary. The exchange uses a
common approach to security and encryption, methods for dealing with a variety of firewalls,
and internet protection schemes. The system provides a standard way of addressing messages
being routed securely while providing a consistent confirmation of message exchange.

The Public Health Information Network Messaging System (PHINMS) sends and receives
sensitive data over the internet to the public health information systems using Electronic
Business Extensible Markup Language (ebXML) technology securely.

The PHINMS Implementation Guide provides instructions for installation and basic
configuration of the PHINMS 2.8.01 software; advance configuration procedures are located in
the PHINMS Technical Guide.
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1.0 INTRODUCTION

The Public Health Information Network Messaging System (PHINMS) Implementation Guide
will assist with the installation, configuration, and upgrade of the PHINMS product which is
update periodically. Refer to the PHINMS website at www.cdc.gov/phin/phinms for the most
current release of PHINMS software.

The PHINMS Implementation Guide provides instructions to correctly install and configure
PHINMS to send and receive messages from the Centers for Disease Control and Prevention
(CDC) and CDC partners. PHINMS Web Site Topics

= QOverview: Contains a summary on the purpose of PHINMS. Announces new PHINMS
features and processes.

= [Installation: This section of the web site provides documentation pertinent to the
installation and configuration the PHINMS software. Various other types of PHINMS
documents are also available e.g. Acronym and Glossary List, Web Service Adapters, and
many more.

= Quick Steps: PHINMS Quick Steps provide an overview of the information needed
most often. The Quick Steps are documented for Release 2.8.01. Suggestions to add
additional questions can be sent to the PHINMS Web Site point-of-contact using the
Support tab.

= FAQs: The list of Frequently Asked Questions (FAQS) is stored in this section. The list
contains answers to many questions users have previously submitted. The PHINMS
Team welcomes questions, suggestions, and/or comments.

= Support: The Support section provides contact information for signing up to use the
PHINMS Forum, contacting the Help Desk, accessing Online Help, and contacting the
Web Site administrator.

References
NAME LOCATION
Quick How Tos Located at www.cdc.gov/phin/phinms.

PHINMS Release Description of supported environments, software requirements,
Notes 2.8.01 explanation of upgrade path, and a list of new features and bug fixes
made since PHINMS release 2.8.00.

Located at:

http://www.cdc.gov/phin/activities/applications-
services/phinms/installation.html
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Communiqués

The PHINMS Team responds to user’s communiqués. Send questions, suggestions, and/or
comments concerning PHINMS support or documentation to the PHINMS website using the
Contact PHINMS email link located at the top of the home page.
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2.0 INSTALLATION REQUIREMENTS
2.1 PHINMS 2.8.01 Tests

PHINMS 2.8.01 has been tested on the following:

= QOperating systems:
— Windows 2003 Server (Standard or Enterprise) SP2,
—  Windows XP SP3,
= Certified Default Database:
— HSQL DB 1.8.0.4
— Production Qualified Databases:
— Microsoft SQL Server 2005,
— MySQL 5.0,
— Oracle 10g release 2,
— Oracle 119 release 1,
= Application Servers:
— Tomcat 6.0.14,
=  Proxy Servers:

— 11S 6.0 with Web logic 10.3 plug-in,
— 11S 6.0 with Jakarta Tomcat Connector 1.2.27, and

PHINMS has tested the Java Database Connectivity (JDBC) drivers to connect to the supported
databases shown in Table 1. Based on the tests performed, no issues were found. PHINMS does
not guarantee nor support the JDBC drivers shown below. It is up to the PHINMS customer to
decide which JDBC driver to use. The table is provided for reference purposes only.

DB SERVER VERSION JDBC DRIVER NAME TYPE | VERSION DATE
MS SQL 2005 sqljdbc.jar 4 1.2.2828 10/11/2007
MS SQL 2008 Sqljdbc4.jar 4 2.0 03/25/2009
Oracle 10g Rel 2 ojdbcl4.jar 4 10.2.0.2 01/22/2006
Oracle 11g Rel 1 ojdbc6.jar 4 11.1.0.7.0 | 08/28/2008
MySQL 5.0.67 mysql-connector-java-5.1.6-bin.jar | 4 3.51.27 11/20/2008

Table 1. JDBC Drivers

2.2 System Requirements

The installation of PHINMS 2.8.01 system requirements are as follows:
= Windows 2003 SP2, Windows XP SP3,
= 512MB of disk space,
= 1GB of memory,

PHINMS Implementation Guide v2.8.01_12-17-08.doc Page 12 of 73
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= Jocal administrator privileges, and
= System administrator privileges on Windows

Ensure all the correct ports, which may be 5088 (default local host port), 443 (Secure Socket
Layer (SSL) - Hyper Text Transfer Protocol over Secure Sockets Layer (HTTPS)), and 389
(Lightweight Directory Access Protocol (LDAP)) are open on the firewall.

Once the requirements above have been met, proceed to Section 2.3. Section 2.3 and Section 2.4
can be accomplished simultaneously.

2.3 Apply for a digital certificate:

When requesting a Digital Certificate Go to http://ca.cdc.gov and enroll in Secure Data Network.
The Enrollment password is provided by the PHIN Helpdesk. Contact the PHIN helpdesk at 1-
800-532-9929, to obtain a password and assistance applying for Digital Certificate. Refer to the
information below to apply for the SDN PHINMS Program and Activity:

SDN PHINMS Digital Certificate Activities
Staging Program = "Test" Activity = "PHINMS 2.0"

Production  Program = "Public Health Information Network" Activity = "PHINMS 2.0"

2.4 Request PartylD

A PartyID is required for each organization and every organization sending and receiving
messages to the CDC. A PartyID uniquely identifies a PHINMS installation, also called an
instance or node. The PartylID is included with every message informing the recipient of the
originator.

The PHINMS Help Desk provides the PartylD. The PartylD value must be the same as the
Message Receiver's PartyID in the Collaboration Protocol Agreement.

To obtain the PHINMS software, contact the PHIN Help Desk. Information will be required
about the organization(s) sending and receiving messages. When complete, the Public Health
Information Network (PHIN) Help Desk will email the PartyID to the requestor. Contact the
PHIN Help Desk regarding any issues encountered with the PartylD, by sending an email to
PHINTech@cdc.gov.

Setting up the PHINMS software requires the PartylD which is permanent and not required to be
stored for later use. The PartylD is stored as long as the PHINMS instance for sending messages
to partners is being used by the PHINMS application. The PHINMS application will need to be
reinstalled if the PartylD needs to be changed.

PHINMS Implementation Guide v2.8.01_12-17-08.doc Page 13 of 73
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Note: When a need to install PHINMS at more than one site or to install more than one
PHINMS installation at the same site, a PartyID is required for each installation.

The recommended way to install PHINMS 2.8.01 is to download the application from the File
Transport Site (FTP) site.

PHINMS Implementation Guide v2.8.01_12-17-08.doc Page 14 of 73
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3.0 DOWNLOAD & INSTALL THE PHINMS SOFTWARE
Install the PHINMS 2.8.01 following the steps below:

Note: Refer to Section 2.4 if an email was not received with the PartylD information.
1. Navigate to ftp://sftp.cdc.gov displaying Figure 3.1,

% To log on bo this FTP server, type a user name and password,

FTP server: sftp,cdec.gow

User name: | |

Password: | |

After wou log on, wou can add this server ko your Favorites and return to it easily,

[ Log on anonymousky

[ Log On H Cancel

Figure 3.1. Log On As

2. Enter User name, Password, select LogOn displaying Figure 3.2,

{2 FTP root at sftp.cdc.gov - Windows Internet Explorer provided by ITSO m=E
@:/ ~ | fpuisttp.cac.gavi v €3] %] [jabe drivers release date IE2E
Fle Edt Vew Favortes Tools Help -

% & [@rramasoon T BB & e s

FTP root at sftp.cdc.gov

To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

11/10/2008 03:57EM Directory PHINMS-BETA-Release

100% v

Figure 3.2. Phinms2.8.01 FTP downloads

3. To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in
Windows Explorer, displaying Figure 3.3,

PHINMS Implementation Guide v2.8.01_12-17-08.doc Page 15 of 73
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/= FIP root at sfip.cde.gov - Windows Internet Explorer provided by 1150

G < ;1 ~ B fRtp:ifisfip.cdc.gov] ¥ 4%y K| ydbc drivers release date 2 -
flo Ede View Favortes Tools Help e: -
a »
GG @RETP root ot sftp.cde.gav -8 L BRI « 3 Tools ~
New Window CuieN
FTP root at sftp.cdc.gov
To view this FTP site in Windows Explorer, click Pag ! idows
Explorer Save As...
Send Page by C-mad...
Send Link by E-mad...
11/10/2008 O3:157FM Directory PHIMNRS Ede with Microsoft Office Word
Zoom »
Toxt Sce >
Encode) »
Viow Sowrce
Open FTP 580 ) Windows Explorer
H100% -

Figure 3.3. Phinms2.8.01 open FTP site in Windows explorer

4. Enter User name, Password, select LogOn displaying Figure 3.4,

Internet Explorer B
? To log on to this FTP server, type a user name and passward,

FTP server: sftp.cde.gov

User name: | |

Password: | |

After you log on, wou can add this server to your Favarites and return ko it easily,

[ Log on anorymously

l Log On ” Cancel ]

Figure 3.4. Phinms2.8.01 FTP downloads windows explorer view

5. Navigate through the windows explore directory structure for the FTP site displaying
Figure 3.5,
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© File Edit

OBack > | ir

View Favorites  Tools  Help

P Search

Mame
[FPHInMSInstall_Build-BETA_20081104.exe

<

Folders

Size  Tvpe
93,6 ME  Application

User: phimsusers

X 19 | m@-

: Address @ ftpi)isftp,cdc, gow/PHINMS-BET A-Release/Build_20031104_2.8.01_Beta/

]
l!'

| Be
Modified
11/10/2003 3:23 PM

>

,-'? Trusted sites

Figure 3.5. Phinms2.8.01 FTP Windows Build

6. Double-click on PHINMS2.8.01.GA.20081210.exe file displaying Figure 3.6

Do you want to run or save thiz file?

Marme: PHIMMSZ.8.00.G4,. 20080414, exe
Type: Application, 103 MB

From: sftp.cdc.gov

i Lancel  f

Bun Save

W'hile filez from the Intermet can be uzeful, this file type can
potentially harm pour computer. If pou do not buzt the source, do not
un or gave thiz software, What's the risk?

Figure 3.6. File Download - Security Warning

7. Select Save, to save the application to your local computer and double-click
Phinms2.8.01.GA.20081211.exe displaying Figure 3.7,

I =T B3

50% of PHINMS2,.8.00.GA.20080414.exe Completed

Opening:

LG IMMS2,5.00.G48, 20050414, exe From sftp,cde,goy

Estimated time left 2 sec (53.4 MEB of 108 ME copied)
Dawnload ko: Temporaty Folder
Transfer rate: 26.7 ME[Sec

I Close this dialog box when download completes

| DpenEDIderl Cancel I

[pen

Figure 3.7. Opening PHINMS 2.8.01
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Note: The Install Wizard will take a few moments displaying in Figure 3.8,

20% Extracting

|

B I 8 PHINMS - Installer PHINMS = [T] <]

ﬁInformatsitgflu - :ﬂPH | NMS

Please read the Following information:

Welcome to the Installation Wizard for the Public Health Information
Network Messaging System - Release 2.8.01

The Install Wizard will install Public Heatth Information Networle Messaging Syster - Release
480 %n thie computer. Select "Mext' to begin the mstallation.

Public Health Information Networl: Messaging System - Release 2.8.01. Centers for Disease
Control and Prevention.
http:/farwrae. cdc. gow/phin/phinms

COCIPHINMES

@ Cancel

Figure 3.8. Install Shield Wizard Preparation Screens

8. Select Next displaying Figure 3.9,

@8 PHINMS - Installer PHINMS E =

e Agresants ~<IPHINMS

Please rehthe Following license agreement carefully:
License to Utilize PHINMS 2.3.01 Software -

Listed below are the responsibilities for the PHINMS end users and administrators.

PHIMMS Users are responsible For the Following:
- apply for and maintain a current digital certificate,
- enter messages inka the Transport Queue,
- respond to errar messages, by notifying the PHINMS Administratar,
- use PHINMS to send only appropriate materials to nodes on the PHINMS
niekwork,
- scan files For wiruses prior to sending messages,
- contack the on-site administrator in the event of a software issue, and
- nok violate any rules listed above.

PHINMS Administratars are responsible For the Following:
- apply for and maintain a current digital certificate,
- maintain the hardware on which PHINMS resides, LI

&' I accept the kerms of this license agreement.,

T da not accept the terms of this icense agreement.

CDC/PHINMS

@Previuus | IZ-F)NExt I @Cancel |

Figure 3.9. End User Agreement Screen

9. Select I accept the terms of the license agreement, select Next displaying Figure 3.10,

PHINMS Implementation Guide v2.8.01_12-17-08.doc
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@8 PHINMS - Installer PHINMS = B

L. “ZPHINMS

Please select if you want ko install 2 new version of PHINMS or upgrade an existing install
& hew Install

™ Upgrade 2.5.00 o later
" Upgrade 2.7.01 SP1

COC/PHINR S

-@Previous | E-}Next I @Cancel |

Figure 3.10. New Installation or Upgrade Screen

10. Select New PHINMS Installation, select Next displaying Figure 3.11,

e ~PHINM

Select the installation path:

IC:\Program Files\PHIMNMS & Browse, .. |

COC/PHINMS

-Q‘-ZIPrevious | E-:}Next I @Cancal |

Figure 3.11. Directory Name Screen

11. Select Browse to install to a different directory or Next displaying Figure 3.12,
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g PHINMS - Installer PHINMS =100 =]

g Pt ZPPHINMS

Select the installation path:

IC:\Prngram Files|PHINMS |—E Browse... |

Message
@ The target directary will be created:
C:\Pragram Files{PHINMS

N Cancel

CDC/PHINMES

3 Previous | B Mext I & cancel |

Figure 3.12. The target directory will be created

12. Select ok to create the target directory or cancel to change directory, select next to
continue to displaying Figure 3.13,

&8 PHINMS - Installer PHINMS [ O]

~PHINMS

Please enter the Party ID and Domain Mame below, The PartyID uniquely identifies the user within
the Message Transpork System, Use the Internet Domain Mame (e.g. cdc.gov), Conkact the user's
CDC representative when a PartyID has not been assigned.

Damain Marme: I

Party ID: I

COC/PHINME

Q—JPrewuus | Lﬂ|r>Next I @Cancs\ |

Figure 3.13. PartylD and Domain Name Screen

13. Enter the PartylD and Domain Name, select Next displaying Figure 3.14,
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@8 PHINMS - Installer PHINMS M= E3

User Data ‘ :ﬂPHINMS

Please enter the port numbers for the Database, HTTP and HTTPS ports below, To accept the
default port settings select Next'

HTTP Part: ISUSS
HTTPS Potk: ISDSQ
Database Port: I6087

COC/PHINME

@Previous | @Cance\ |

Figure 3.14. Port Numbers Screen

Note: The PHINMS default port numbers are 6087 for the Database, 5088 for HTTP, and 5089
for HTTPS.

14. Select Next displaying Figure 3.15 then the registration screen displays, It is optional to
enter Business/Organization Name, Name, Email to register the product with the CDC,

o8 PHINMS - Installer PHINMS [_[T]

User Data :ﬂPHlNMS

To assist us with tracking the PHINMS user base, we are requesting that you register this PHINMS
installation with the PHINJCDC. By registering, you will assist the PHINMS Community in continuing ta
provide support, enhancements and Funding For the entire PHINMS effort, Thank you,

¥ I want to register this PHINMS instance with PHIN/CDC

Organization Name:

Administrator Mame:
E-Mail Address:

CDC/PHINMS

<A Previous |§E—1~>Nsxt I ) cancel |

Figure 3.15. Register this PHINMS instance with PHIN/CDC

15. Select Next displaying Figure 3.16 then the Installation Package screen,
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=] 3

Select Ilnstallation Packages ﬂPHI NMS

Step 9 of 14

Select the packs you want to install:
Mote: Grayed packs are required.

B PHINMS Core
[T PHINMS Remote Console

Description
PHINMS Core

Total space Required: 162.53 MEB

{-:]Prewuus | @Can:el |
Figure 3.16. Installation Package screen
16. Select Next displaying Figure 3.17,
SIE E3

@8 PHINMS - Installer PHINMS

Installation z‘PHINMS

Step 10 of 14

Pack installation progress:
!\ Program FilestPHINMS dKjreiliblcharsets. jar

PHINMS o

Oyerall installation progress:

[ 171

CDC/PHINMES

-é‘,-]Prevlous | LJ. [iExE | @Cancel I

Figure 3.17. Installation

17. Select Next displaying Figure 3.18,
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‘ PHINMS - Installer PHINMS

Setup Shortcuts

Step 11 of 14

[ O]

~PHINMS

¥ Create shortcuts in the Start-Menu

Select a Program Group for the Sharteuts:

Accessories
Administrative Tools
PHINMS_2.8.01

Startup

Symantec Client Security
eritas MetBackup

create shorbcut For:
 current user

(' all users

PHINMS_2.8.01

COCIFHINME

Default

@Prewous | E-:-)-Next I @Cancel |

Figure 3.18. Setup Shortcuts

Note: Select where the shortcut should be created, if you choose to relocate the shortcut
while on this screen after your first choice has been made, choose default to reset this screen.

18. Select Next displaying Figure 3.19.

‘ PHINMS - Installer PHINMS

User Data

Step 12 of 14

[HE B3

~ZPHINMS

Please select the final action for the PHINMS Installer,
* (Recommended) [ wank to install PHINMS &s a Service and start the Consale,

€~ Twant to install PHINMS as a Service only.
= Just finish the install and do nothing Futher.,

COC/PHINME

-@Previous | E%>Next ) @ Cancel |

Figure 3.19. PHINMS Installation Options

19. Select how PHINMS is to be installed (i.e., as a Service and start Console, Service only,

or not as a Service). Select Next displaying Figure 3.20.
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g8 PHINMS - Installer PHINMS = B

Perform External Processes _\Z]PH | NMS

Processing

101
Install DB Service
Install Tomcat Service
Start Console

java.io.I0Exception: Serwver returned HTTP response code: 500 for URL: http:/

dl | i

COC/PHINMS

:lPrevinus | E-}Next @Cancel |

Figure 3.20. PHINMS Processing

20. Select Next displaying Figure 3.21.

@8 PHINMS - Installer PHINMS H=

Installatioihed ;ZIPH I NMS

Installation has completed successfully,

An uninstaller program has been created in:
C:\Program Files\PHINMSUninstaller

| &f Generate an automatic installation script

COC/PHINME

Figure 3.21. PHINMS Installation Finished

Note: Your installation has been completed successfully. An uninstaller has been created.

You have an option to generate an automatic installation script to deploy PHINMS with the
same configuration on another system.

21. Select Done to initiate PHINMS for the first time, displaying Figure 3.22.
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~IPHINMS

Messaging System

FHINMS Console Version: G4 280
FPHINMS Core Transport:GA 2807

This product is issued to:

Qrganization: cdec.gay
Party ID: phinmssender

Dismiss

Figure 3.22. PHINMS Welcome screen

22. Please wait while the PHINMS Console login screen comes up, displaying Figure 3.23.

4 PHINMS Console: CDC PHIN-MS Yersion BETA 2.8.01 20081114

~aZaPHINMS

User Narme: | system

Passward:

Figure 3.23. PHINMS Console Login Screen

23. Enter Username and Password the click Login, displaying Figure 3.24.
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=4 PHINMS Console: CDC PHIN-MS Yersion BETA 2.8.01 20081114 [_[Olx]
File Tools Configure  Help ﬁpl IINMS
0 Mew Message * Delete Message (8)) Ping Message ® Refresh

Messages Statistics Fil Data Source ~
id coc Last Updated - Tue Nov 25 10:14:26 EST 2008

E . Sent Messages Sent Messages

&1 (3 Table Name: Transpor_out| Table Name: Transport)_out
W registration (1) Route Queued Atternpted Successes Failures
i RNR Messages 3 n . n
[ Table Name: mrworkerqueue| regitration
= . Received Messages
(3 Table Name: testworkerqueu
Received Messages
Table Name: testworkerquene
Data Source Last Data Received Today Yesterday Total Count

) PHINMS Online

B Documents

|0l Downloads

5 communities

- Messages

Q!j Alarms

INormat =

Figure 3.24. PHINMS Console
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4.0 UPGRADE PHINMS SOFTWARE

PHINMS 2.8.01 allows the user to upgrade from version 2.7.00 SP1 and PHINMS 2.8.00
only. Prior versions of the PHINMS software will be required to upgrade to version 2.7.00
SP1 before upgrading to version 2.8.01.

Note: The PHINMS upgrade will not overwrite the previous 2.7.00 SP1 version. It will
install PHINMS 2.8.01 in a new location and pull the configuration files, mainly the
TransportQ table configuration information and use this information to configure the new
PHINMS 2.8.01 application. This allows the user to have the previous installation intact if
there are any problems.

Complete the following steps to upgrade to version 2.8.01 from version 2.7.00 SP1:

Open the executable file PHINMS2.8.01.GA.20081210.exe displaying Figure 4.1, the Install
Wizard will take a few moments displaying in Figure 4.1,

R ] 3 711 - sl prvers PSS

liInformatsit:TlDF . _Z|PH | NMS

Please read the following information:

Welcome to the Installation Wizard for the Public Health Information
Network Messaging System - Release 2.8.01

The Install Wizard will metall Public Health Information Metwork Messaging System - Release
2 S.D%n this computer. Select "Mext" to begin the installation.

Public Health Information Network Messaging System - Release 2.8.01. Centers for Disease
Control and Prevention.
hitpeffwrare. cde. gow/phin/phinms

CLCPHINMS

@ Cancel

Figure 4.1. Install Shield Wizard Preparation Screens

Select Next displaying Figure 4.2,
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@8 PHINMS - Installer PHINMS [_]C]

icreing Agreements “PHINMS

Please re&the Following license agreement carefully:
License to Lkiize PHINMS 2.8.01 Software i

Listed below are the responsibilities for the PHINMS end users and administrators.,

PHINMS Users are responsible for the Following:
- apply for and maintain a current digital certificate,
- enter messages into the Transpart Queus,
- respond to error messages, by notifying the PHIMMS Administrator,
- use PHIMMS ko send only appropriate materials to nodes on the PHINMS
network,
- scan files for viruses prior bo sending messages,
- contact the on-site administrator in the event of a software issue, and
- not wiolate any rules listed above.

PHIMMS Administrators are responsible For the Following:
- apply Far and maintain a current digital certificate,
- maintain the hardware on which PHIMMS resides, LI

(% 1accept the terms of this license agreement.

= Tdo not accept the terms of this license agreement.

COC/PHINME

{-:‘,-]Prewous | I$>Next I @Cancel |

Figure 4.2. End User Agreement Screen

3. Select I accept the terms of the license agreement,
4. Select Next displaying Figure 4.3,

@8 PHINMS - Installer PHINMS [0 =]

- ~ZPHINMS

Flease select if you want to install a new version of PHINMS or upgrade an existing install
£ MNew Install

" Upgrade 2.8.00 or later

COC/PHINMS

@Previous | E+>Next I @Cancel |

Figure 4.3. New Installation or Upgrade Screen

5. Select Upgrade PHINMS Software, Next displaying Figure 4.4,
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@8 PHINMS - Installer PHINMS =[O <]

g Pt ZPHINMS

Select the installation path:

IC:\PrUgram Files\PHINMS rD Browse. .

Message

@ The target directary wil be created:
CiProgram FlesiPHINMS

Cancel |

COC/PHINME

<—:‘,—JPravlous | L%}Next I @Cance\ |

Figure 4.4. The target directory will be created

6. Select ok to create the target directory or cancel to change directory, Select next to
continue to displaying Figure 4.5

&8 PHINMS - Installer PHINMS = 3
— ~ZIPHINMS

Please select the location of the older instance of PHINMS that you wish to upgrade.

Browse. .. |

COC/PHINRS

é:-]Pravious | I:-'|v>Next @Cance\ |

Figure 4.5. The PHINMS 2.7.00 SP1directory path

Note: The upgrade location is where the PHINMS 2.7.00 SP1 is stored. Select Browse to

change the location if not accurately populated.

7. Enter directory path for the PINMS Instance to be Upgraded, Select next to continue to

displaying Figure 4.6
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&% Open

Look in: Iqﬂ Local Disk (Ct)

0 ACK £ Inetpub i 75 () WINDC
) certs ) Map () PHIMMSZB011104 [ wmput
(L5 CommonFilesFolder 5 Messages [5) processed
() Documents and Settings (25 MEU_YSP_Cache [ Program Files
) 1386 5 oukgaing [ Shared
| | i
File name: IC:'l,PhinMSZ?spl Open

Files of type: I,q|| Files ;I Cancel |

Figure 4.6. The PHINMS 2.7.00 SP1 directory path

8. Point to the PHINMS directory path for the PHINMS Instance to be Upgraded, Select
open to continue to displaying Figure 4.7

@8 PHINMS - Installer PHINMS = 3

— ~PHINMS

Flease Bect the location of the older instance of PHINMS that you wish to upgrade.

IC:'I,PhinMSZ?spl Browse... |

CDC/PHINMS

<3 Previous | € cancel |

Figure 4.7. Upgrade Location

9. Select Next displaying Figure 4.8,

PHINMS Implementation Guide v2.8.01_12-17-08.doc Page 30 of 73



I I o T T AT
/ ’ ,
|/ / ’ 7 - —
[ A -
[]] ) N _—

SAFER * HEALTHIER * POPLE iy

PHINMS 2.8.01 Implementation Guide

&8 PHINMS - Installer PHINMS =]

User Data . _\ZIPHINMS

Please enter the port numbers for the Database, HTTP and HTTPS ports below. Ta accept the
default port settings select Mext'

HTTP Paort: ISUSB
HTTPS Port: |5089
Database Port: ISDB?

CDC/PHINME

Q—]Prewous | IZ-:D-Next @Cancel |

Figure 4.8. Port Numbers Screen

Note: The PHINMS default port numbers are 6087 for the Database, 5088 for HTTP, and
5089 for HTTPS.

10. Select Next displaying Figure 4.9 then the Installation Package screen,

@8 PHINMS - Installer PHINMS H=

Select Instan Packages _‘ﬂPHI NMS

Select the packs you want ta install:
Mote: Grayed packs are required.

[ PHINMS Core

[T PHINMS Remote Console 2.73MB
Description
PHINMS Core
Total space Required: 162.53 MEB
Available space: 11,39 GB
CDC/PHINME

‘Q-]Prewuus | @Can:el |

Figure 4.9. Installation Package screen

11. Select Next displaying Figure 4.10,
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@8 PHINMS - Installer PHINMS

Installation

Step 10 of 14

0]

~PHINMS

Pack installation progress:
C:\Program FilestPHINMS R jrelliblcharsets. jar

Cwverall installation progress:

PHIMMS Col

COC/PHINME

11

B Nt | @Cancel I

-@I Prewvious |

Figure 4.10. Installation

12. Select Next displaying Figure 4.11,
‘ PHINMS - Installer PHINMS

Setup Shortcuts

Step 11 of 14

= E3

~PHINMS

¥ Create shorkcuts in the Start-Menu

Select a Program Group for the Shortouts:

Accessaries
Administrative Tools
PHINMS_2.5.01

Startup

Symantec Client Security
eritas MetBackup

create sharbout for:
€ current user

& allusers

PHIMNMS_2.5.01

CDC/PHINME

Default

<A Previous | € cancel |

Figure 4.11. Setup Shortcuts

Select where the shortcut should be created, if you choose to relocate the shortcut while on
this screen after your first choice has been made, choose default to reset this screen.

13. Select Next displaying Figure 4.12.
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@8 PHINMS - Installer PHINMS

O]

S ~PHINMS

Please select the final action For the PHINMS Installer.
+ (Recommended) I want ko install PHINMS as a Service and start the Consale.
T want ko install PHINMS as & Service only,

= Just finish the install and do nothing Futher.

CDC/PHINME

@ Frevious |

@ Cancel |

Figure 4.12. PHINMS Installation Options

14. Select how PHINMS is to be installed (i.e., as a Service and start Console, Service only,
or not as a Service). Select Next displaying Figure 4.13.

‘ PHINMS - Installer PHINMS

= £
Perform ExProcesses _\Z]PHl NMS
Processing
i/t

Install DE Service
Install Tomcat Service
Start Console

Java.io. IOException: Server returned HTTP response code: 500 for URL: hutp:/

4 |

|

CDC/PHINMS

:IPrewous | E-}Next @Cancel |

Figure 4.13. PHINMS Processing

15. Select Next displaying Figure 4.15.
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g8 PHINMS - Installer PHINMS [T
Installatioihed _\ﬂPHI NMS

Installation has completed successfully,

An uninstaller program has been created in:
CihProgram FilestPHINMS | Uninstaller

| &7 Generate an automatic installation script

COC/PHINMS

Figure 4.15. PHINMS Installation Finished

Notes: Your installation has been completed successfully. An uninstaller has been created.
You have an option to generate an automatic installation script to deploy PHINMS with the
same configuration on another system.

16. Select done to initiate PHINMS for the first time, displaying Figure 4.16.

== ]PHINMS

Messaging System

FHINMS Console Version: G4 280
FPHINME Core Transport:GA 2807

This product is issued to:

Organization: cdc.goy
Party ID: phinmssender

Dismiss

Figure 4.16. PHINMS Welcome screen

17. Please wait while the PHINMS Console login screen comes up, displaying Figure 4.17.
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=& PHINMS Console: CDC PHIN-MS Version BETA 2.8.01 20081114

User Name: |system

Password,

Email: PHINTec

Figure 4.17. PHINMS Console Login Screen

18. Enter Username and Password the click Login, displaying Figure 4.18.

=8 PHINMS Console: £DC PHIN-MS Version BETA 2.8.01 20081114 [_c]x]
File Tools Configure  Help ﬂpl I INMS
@ New Message a Delsts Messags (@) Ping Message @ Reftesh

Messages Statistics

Lil coc

Last Updated - Tug Nov 25 10:14:28 EST 2008

£l L Sent Messages Sent Messages

=1 [ Table Name: Transporto_ou
I reqistration (1)

Table Name: TransportQ)_out

Route Queued Attempted Successes Failures
£l _cs RNR Messages :

[ Table Name: mmworkerqueue| & ety o U L o
&l s Received Messages

(3 Table Name: festworkerqueu

Received Messages
Table Name: testvworkeryuens
o Data Source Last Data Received Today Yesterday Total Count

4

See Also ES I

@ PHINMS Online
B Docurnents
|0l Downloads
& Communities

_IMessages
& piarms
Normal E/.I|

Figure 4.18. PHINMS Console
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5.0 CONFIGURE SQL DATABASES

A Structured Query Language (SQL) database containing a Transport Queue (TransportQ) is
automatically installed with the PHINMS 2.8.01 application. An external database can be
created for the purpose of hosting the messaging queue tables. PHINMS 2.8.01 will support the
following databases for hosting messaging queues:

= HSQLDB 1.8.0.

= Microsoft SQL Server 2005,
= MySQL 5.0,

= Oracle 10g and 11g.

A HSQL database is provided with the PHINMS installation on the Windows platform as a
default database and facilitates testing installation. Evaluation of the tradeoffs between SQL and
a high transaction volume Relational Database Management System (RDBMS) such as others
listed above is recommended.

All Table scripts needed for PHINMS external database configurations for the databases listed
above will be posted on the FTP site (ftp://sftp.cdc.gov). The provided table scripts are for the
Transport Queue, Worker Queue only.
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6.0 SENDER INFORMATION

PHINMS Version 2.8.01 installation has two components - the Sender and the Receiver.
Sending a test message allows the PHINMS Sender to send messages to the TransportQ and to

the CDC. Testing the PHINMS installation is a three-part procedure which includes the
following:

= ping the PHINMS Sender loopback route,

ping the PHINMS CDC Ping Server (phinmsping.cdc.gov), and

ping the PHINMS CDC Staging Receiver. (Requires Collaboration Protocol Agreement
(CPA) files be emailed to Phintech@cdc.gov. Refer to Section 6.4 for more information.

Figure 6.1 displays a diagram to assist with understanding the PHINMS authentication process.
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Sender's Network Internet

o~

e Port443 —

CDC DMz

PHINMS Ping and
Registration Server
phinmsping.cdc.gov

PHINMS Staging
phinmsstg.cdc.gov

PHINMS Prod
phinms.cdc.gov

Port 443 Do,?,
<.
<z
| \
&
@ '®)
- o
[ o
c“ ]

: o
1) @
< 5
S

| I

Figure 6.1. CDC PHINMS Topology

6.1 Ping Loopback

The Ping Loopback validates the PHINMS installation was downloaded and installed

successfully on the Sender’s system. This is not a test to verify messages can be sent outside of a

firewall if one is present.

Verify the generated ping loopback is successfully sent to the loopback message processor by

completing the following steps:

Open the PHINMS 2.8.01 Console displaying Figure 6.2,
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=4 PHINMS Console: CDC PHIN-MS [_ O]
File Tools Configure Help

@ Mew a Delete & Ping Message @ Reftesh ﬁPH l NMS

Messages Statistics

Filter e =il Data Source =
Ll coc Last Updated - Fri War 28 12:45:32 2008
=g W || sem
3 Table Mame: TransporQ_out (|28 Table Name: Transport) out
= g5 RNR Messages Route Queued Attempied Successes Failures
 Table Name: rmworkerguelus
= g3 Received Messages
d Table Name: teshwarkergqueue
Received
4 Table Name: testworkerquene
Data Last Data Total
Today Yesterda
Ses Also fai Source Received & Y count
@ Help
&) PHINMS Online
B Documents
10 Downloads
"’S- Communities
__-|Messages
Q!:] Alarms

|Norma| - |

Figure 6.2. PHINMS 2.8.01 Console

Select Ping Message displaying Figure 6.3,
prvisping K

=
=
=

i | Route
loophack
CDCPingServer
CDCProductionRe...
CDCStagingReceiy...
registration

OoOodg

| Ping Selected Routes | | Cancel |

Figure 6.3. PHINMS Ping

Select loopback,
Select Ping Selected Routes displaying Figure 6.4, and
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&4 PHINMS Console: CDC PHIN-MS [-[Ofx]
File Tools Configure Help ﬂpl "NMS
ej New Message a Delete Message (@) Ping Message @ Refresh
Messages:loopback Filter Me: s
& Last Updated - Fri Mar 28 13:53:48 EDT 2008
B g Sertt Messages Transoort..| Process 91.] Serdce | Record!D | Reciient | Action | FileName | Routelnfo
=1 (23 Table Name; Transparta_out)
 loanback(®) | [|success  wone unoasisin.. 103 Fing lsapback
= .c RNR Messages
[ Table Name: mrworkergueue
= .6 Received Messages
[ Table Name: testworkerqueu
To: lopback Service: unioasisinamestciebxml-msgiservice
Attachment: Action: Fing
Fing
See Also 2 Record 1D 103 E
Roulelnfo loophack
) Help File Name
@ PHINMS Online Service Urn:nas s names:teehxml-msg senice
B Documents Action Ping
Recipient
Download
o DRELE Process Status done ~
% communiiies
Recipient
=Mes=ages The recipient fild informs the systam which message recipients Party ID o send ihe message when
nnnnnnnnnnnnnnnn B aar b
(Qj Alarms ltem Yigw
INormal =

Figure 6.4. Ping Message

Select the loopback folder showing the status of the ping on the right-hand side.

Note: When the Transport Status is in the state of queued or attempted, select Refresh until the
status changes.

6.2 Ping CDC Ping Server

The ping CDCPingServer validates the Sender can connect to the internet and to the CDC
without the need for authentication (security credentials). The CDC Ping Server is dedicated to
answering Ping requests and will not receive any real messages. Port 5088 needs to be open on
the firewall at the Sender’s location to generate a ping to the CDCPingServer.

Verify the message ping to the CDC Ping Server is successful by completing the following steps:

Open the PHINMS 2.8.01 Console displaying Figure 6.5,
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‘=& PHINMS Console: CDC PHIN-MS [ _ (O] x|
File  Tools Configure  Help ﬁpl | INMS
@ Mew Message 8 Delete Message \.) Ping Message @ Refresh
Statistics CEN D'ata Source =
L Last Updated - Fri fMar 28 12:45:3 2008
5 i@ g || sen
(3 Table Name: Transpon_out (& Table Name: TransportQ_out
El . RNR Messages Route Quened Attempted Successes Failures
[ Tahle Name: mrwarkergueue
= _¢s Received Messages
[ Tahle Mame: testworkergueue
Received
b Table Name: testworkerquens
Data Last Data Total
Today Yestenda
See Also al Source  Received d Y Count
) Help

& PHINMS Online
B Documents
(ol Downloads

& communities

( __Messages 1
‘ &:] Alarms ‘
|N0rmal HE/_J|

Figure 6.5. PHINMS 2.8.01 Console

Select Ping Message displaying Figure 6.6,

Fing | Route
loophack

v CDCPRingSerer

O CDCProductionRe...

O CDCStagingReceiv...

O

registration

| Fing Selected Routes | | Cancel |

Figure 6.6. PHINMS Ping
Select CDCPingServer,
Select Ping Selected Routes displaying Figure 6.7, and
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= PHINMS Console: £DC PHIN-MS [_[O[]
File Tools Configure  Help ﬂp INMS
() NewMessaze P Delete Massage (@) Ping Messase I I
Messages:CDCPingServer
L coc (] |[Last Updated - Fri Mar 25 13:59.48 EDT 2008
& g Sent Message: Transport ‘ Process st | Senice ‘ RecordID | Recipient | Action | File Name ‘ Routelnfo
&1 [3 Table Name: Transporic_out
T 1oaphack (1) success  done urniasisin.. 104 Fing CDCPings.
[/ cDCPingserver (1)
£ .cs RNR Messages
(3 Table Name: mrworkerqueue!
£ .3 Received Messages
(3 Table Name
To: CDCPingSeryer Service: urninasisinamesitciebxmi-msgisarvice
2l || Attachment: Action: Fing
[ ] [+ |
[T [Frs] |
See Also & Record ID 104 E
Routelnfo CDCPingSener
© Help File Narne
@ FHINMS Online Senice umnasis namese:elumk-msg:senice
B Documents Action Fing
Recipient
Lo Downloads
= Process Status dane -
5 comrunities
| Messages ‘ ‘
&jAlarms lterm View
| Iamar =

Figure 6.7. CDCPingServer Message

Select the CDCPingServer folder showing the status of the ping on the right-hand side.

Note: When the Transport Status is in the state of queued or attempted, select Refresh until the
status changes.

6.3 Configure CDC Staging Receiver

The CDC Staging Receiver requires to be configured before sending a Ping. Configure the
CDCstagingReceiver using the following steps:

Open the PHINMS 2.8.01 Console displaying Figure 6.8,

&4 PHINMS Console: CDC PHIN-MS =] E3

~—IPHINMS

Route Map CEW Data Source =
War 26 14:02:00 EDT 2008

File Tools | Configure  Help

@ New Mas:

Messages|

General

Receiver 3

Transport Queues

Folder Polling

5 e Sent Restart PHINWS
= 3 Table Mame: Transpora_out Route-Not-Read lnspnrtQ_ﬂul
‘5' loophback (1) Route Queued Attempted Successes Failures
| CDCPingServer (1) et . q q q
= _¢s RNR Messages ZUPRSs
1 Table Mame: rruorkerdgueus CDCPingServer a 0 1 0

g5 Received Messages
[ Table Mame: testworkerqueus

Received
Table Name: testworkergueus

See Also _

© Help

) PHINMS Online
B Documents
1o Downloads

& Communities

Data Source Last Data Received Today Yesterday Total Count

|Messages

&jAlarms

feoe
|Nurrna\ - ‘

Figure 6.8. PHINMS 2.8.01 Console

Open the select Configure>Sender>Route Map displaying Figure 6.9,
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Route Map\l!
rRoute Map
Name | CPA
loopback loophack

COCPRingServer  cdo-hitp-ping
COCProductionR. 216840111422

COCStagingRec... 216840 1. 71422,

redistration CODCRegistration....

| Addd || Update H Delete

Figure 6.9. Sender Configuration

Select CDCStagingReceiver,
Select Update displaying Figure 6.10,

Route Map
Route Marme: |CDCStagingReceiver |
ToParylD:  [216.840.1.11422243.22.21.2 |
Path: |phinmsireceiveﬂle |
Host: |phinmsstg.cdc.g0v |
Part [443 |
Protocal: |HTTPS -]
AuthenticationType:  |[nane ~|
none
hasic
custom
clientcert

Figure 6.10. Route Map Item

Select “clientcert” from the Authentication Type dropdown list displaying Figure 6.11,
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Route Map Item
Route Map

Route MName: |CDCSIagiﬂgReceiver |

ToPartyID:  [216.8401.114222.4.32.2.31.2 |

Fath: |phimmsfreceiveﬂ|e |

Host: |phmmsstg cde.gov |

Part: |443 |

Pratocal: |H-|-|-p5 '|

AuthenticationType: |cuemgen '|
Key Store: _dewiby Documentsitest pfic U

Passward [ennnnas] |

Export Certifcate |

Figure 6.11. CDC Route Map Configuration

Enter the path to the stored certificate Key Store (.pfx file),
Enter the Key Store Password in both the Key Store Password,
Select OK, displaying Figure 6.12,

Route Map\
rRoute Map
Mame | CPA
loophack loopback

CDCPingServer  cde-hittp-ping

CDCProductionR... 2.16.84001.11422 .
CDCStagingRec.. 216.84001.11422 .
registration CDCRegistration....

| add || update || Deete |

|| Save ||| Cancel |

Figure 6.12. CDC Route Map

Select Save, displaying Figure 6.13,

PHINMS Implementation Guide v2.8.01_12-17-08.doc

Page 44 of 73



| A = >
/ TN/ : ).
'y / / 7 < g
159, e -
| I/ / 4 g
[/ ' A > ot
SAFER * HEALTHIER * PEOPLE™

PHINMS 2.8.01 Implementation Guide

Message

[ ]
l SET COMFIGURATION: YWas successfull Please restart vour application server for changes to take effect.

Figure 6.13. CDC Route Configuration Successful

Select OK, and
Restart PHINMS.

6.4 Email CPA File

PHINMS creates a CPA file for each route listed on the Route Map tab of the Sender
Configuration panel. The PHINMS Administrator must send the PHINMS Helpdesk
(Phintech@cdc.gov) the CPA files for each route specifying either the CDC Production Receiver
or the CDC Staging Receiver. Only after the PHIN helpdesk has received the CPA file and
applied it to the PHINMS Receiver can there be a successful transmission of messages from the
Sender to the Receiver.

The CPA files required to be sent are located in directory C :\(PHINMS install directory)\
config\sender \CPA.

Note: Information on CPA can be found in the PHINMS Technical Reference Guide.
6.5 Ping CDC Staging Receiver

The ping PHINMS Staging Receiver validates end-to-end success of the Sender’s ability to
connect to the CDC over the internet, authenticate with the CDC’s Authentication Server, and
communicate with the Staging Receiver.

Verify the generated ping message is successfully sent to the CDC Staging Receiver message
processor by completing the following steps:

Open the PHINMS 2.8.01 Console displaying Figure 6.14,
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‘=a PHINMS Console: CDC PHIN-MS [_ O]
File Tools Configure Help ﬂp INMS
@ Mew 8 Delete g Fing Message @ Refresh I I

Messages

Statistics
Ll coc
SR

[ Tahble Mame: Transpontc_out
=l .¢s RNR Messages

ZEM) Data Source
Last Updated - Fri Mar 28 12:45:32 EDT 2008
Sent

Table Name: TransportQ out
4 Table Name: rmrworkerqueue

Route Queued Attempted Successes Failures
= .¢s Received Messages
[ Table Mame: testwarkergqueue

Received

Table Name: testworkergquene

Data Last Data Total
Today Yesterda;
D LD £ Source Received Ry e Y count
) Help
&) PHINMS Online

W Documents
1o Downloads
ﬁ- Communities

( I Messages W
‘ - Alarms ‘
|Nurmal HE/J|

Figure 6.14. PHINMS 2.8.01 Console
Select Ping Message displaying Figure 6.15,

Ping | Route

] loophack

O CDCPingServer

Ll CDCProductionRe...

<]

v CDCStagingRecei...

O

registration

| Ping Selected Routes | | cancel |

Figure 6.15. PHINMS Ping Message
Select CDCStagingReceiver,

Select Ping Selected Routes displaying Figure 6.16,
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. Sent Messages

T loophack (1)
] cDCPingServer (1)
[ cDoStagingRecelver (1)

.5 RNR Messages
[ Table Name: mrworkerdueue|
E .5 Received Messages

= [ Table Name: TransportQ_out{33

(3 Tatle Name: testworkergueu

Messages:CDCStagingReceiver
Last Updated - Fri Mar 23 13:59:48 EDT 2008

Transport |Processst‘ Senice ‘ Record ID Reclmeml Action | FlleName‘ Routelnfa

atternpted  urn.oasisin.. 105 Ping CDCStagin...

To: CDCStagingRecsiver Service: Urnioasisinames:teiebxml-msgiservice
Attachment: Action:  Fing

See Also 2 Record D 105 -
Routeinfo COCStagingRecsiver

© Help File Nare

© PHINMS Online Senvice urn:pasisnames:tc:ebumi msg:service

B Documents Action Ping
Recipient

Lol Dovnloads
Prosess Status attenpted -

2 Communities -

" Messages
(Qﬂ Alarms Itern view |
INrmal )

Figure 6.16. Ping Message

Select the CDCStagingReceiver folder showing the status of the ping on the right-hand side,

and

Select Refresh until the status changes from queued or attempted.

6.6 Send Test Payload Message

The send payload message verifies the capability to send an outbound message with an attached
file to a Receiver. Ensure the CPA files have been sent to the PHIN Help desk before attempting
to send a payload message. Refer to Section 9.0 for CPA information.

Send the payload message test to the PHINMS Staging Receiver by completing the following

steps:

Open the PHINMS 2.8.01 Console displaying Figure 6.17,
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‘&=a PHINMS Console: CDC PHIN-MS =TT [

File Tools Zonfigure Help ﬂpl IINMS
@ Mew Message * Delete \_.) Ping @ Refrash

| Table Mame: rairwoarkergueue

= g3 Received Messages
[ Table Mame: testworkergqueue

Messages Statistics Filter M Sl Data Source ~
id coc Last Updated - Fri Mar 28 12:45:32 EDT 2008
= g Sent Messages | !
4 Table Mame: TransportG_out || Table Name: Transport()_out
= .¢i RNR Messages E Route @ d At d 5 Failures

Received
4 Table Name: testworkerqueue
Data Last Data Total
Today Yesterda;
See Also & Source Received Pl Y Count

& Help

&P PHINMS Online
B Documents
1o Downloads
;S' Communities

| IMessages )
| & alarms |

|Nnrma|

Figure 6.17. PHINMS 2.8.01 Console

Select New Message displaying Figure 6.18,

[ High priority

Tabkle MName: |defau|t:TransportQ_0ut v|
Route: | cDGCStagingRecetver -
Service: |test |
Action: |send |

Message Recip... | |

Payload Information

Filenarme: |C:J’cer15ﬂ'est.bd |

Destination Ma... | |

Argurments: | |

Security Options |

| Send || Cancel |

Figure 6.18. PHINMS Ping

Enter the following parameters:
= Route: CDC Staging Receiver,
= Service: test,
= Action: send,
= Message Recipient: optional - can be left blank,

|
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= Filename: browse for a file to attach,
= Destination Name: optional - can be left blank,
= Arguments: optional - can be left blank,
Proceed to Step 5 if using Security Options and to Step 8 if not,

Note: Security Options are optional for encrypting or signing messages.
Select Security Options displaying Figure 6.19,

Encrypt Message
[] sign Message

® Use LDAP lookup to find encryption certificate
() Use certificate on this machine for encryption

Security Settings
Ceificate:
LDAP
Address: | sirectory verisign.com:3aa |
Base DM: |s for Digease Control and Preventi0n|

Commaon hame: |cn:cdc phinms |

Figure 6.19. Security Options

Enter the following parameters:
= check Encrypt Message,
= select Use LDAP lookup to find encryption certificate,
= Address: directory.verisign.com:389,
= BaseDN: o=Centers for Disease Control and Prevention,
=  Common Name: cn=cdc phinms,
Select OK,
Select Send displaying Figure 6.20, and

- HEYY MESSAGE:Has been successiully queued and should he processed
sharly. Flease refresh the console to see updates.

Figure 6.20. New Message Notification

PHINMS Implementation Guide v2.8.01_12-17-08.doc Page 49 of 73



PHINMS 2.8.01 Implementation Guide

[ e _—
SAF ALTHIER * PEOPLE™

Select OK.
6.7 Create Route Map

Messages sent using PHINMS need to address a specific recipient in the PHINMS 2.8.01
Console. Each Route is mapped to the recipient’s attributes, such as the Uniform Resource
Locator (URL), transport protocol, and authentication type. Obtain the partner’s PartyID, the
authentication type, and the security credentials.

Create a Route by completing the following steps:

1. Open the PHINMS 2.8.01 Console displaying Figure 6.21,

=& PHINMS Console: CDC PHIN-MS
File Tools | Corfigure  Help

) newwes General fresh ﬂpl ”NMS
Transport Gueues
P Data Source ¥
Mar 26 14:02:00 EDT 2008
Route-Mot-Read lnspnrlQ_nut
R Route Queued Atternpted Successes Failures
] CDCPingSemver i1
El .¢s RNR Messages Inophack 0 0 1 1}
[ Tahle Narme: miworkergueus| CDCPingServer 1] 0 1 1}
[ g Received Messages
[ Table Name: testworkerqueu
Received
Table Name: testworkerqueue

See Also 3 Data Source Last Data Received Today Yesterday Total Count

@ Help

@ PHINMS Online

B Documents

|ol Downloads

& communities

__|Messages

Q‘!ﬂ Alarms

‘Norma\ E]‘

Figure 6.21. PHINMS 2.8.01 Console

2. Select Configure>Sender>Route Map displaying Figure 6.22,

Route Map\
rRoute Map
Name | CPA
loophack loophack
CDCPingServer  cde-hitp-ping
CDCProductionR... 2.16.840.1.11422.,

CDCStagingRec...
registration

216840111422 .
CDCRegistration...

Add

| Save || Cancel |

Figure 6.22. Route Map

PHINMS Implementation Guide v2.8.01_12-17-08.doc

Page 50 of 73



T T T
/
| 2, / >
Al N P
/// ) f‘/' 1

Wby %.. N
SAFER * HEALTHIER * PEOPLE™

PHINMS 2.8.01 Implementation Guide

3. Select Add displaying Figure 6.23,

Route Map
Route Marme: |CDCStagngecei\rer |

ToParyID:  [216.8401.1142224.32221.2 |

Path:  [phinmaireceivenie |

Host  [phinmssty.cde.gov |

Fort: [213 |

Protocal:  [HTTPS -l
AuthenticationType: [ clienteert -l

Key Store: u

Passward [ |

Export Certificate |

Figure 6.23. Route Map Item

4. Enter the appropriate information in the following fields:
Enter Route Name,

Enter To Party ID,

Enter Path,

Enter Host,

Enter Port,

Select Protocol,

Select Authentication Type, (for example, Client Cert)

6.8 Key Store Management Export certificate wizard

Note: “Export Certificate” is provide by keystore Management in efforts to provide a simpler
way of exporting the .pfx or .cer files directly from the browser. Displaying figure 6.24,
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Route Map Item E

Route Map
Route Marme: |CDCStagngecei\rer |

ToParyID:  [216.8401.1142224.32221.2 |

Path: |phmmsrreceiveﬂ\e |

Hast: |phmmsstg.cdc.guv |

Fort: [213 |

Protacal: |H'|'rPS '|

AuthenticationType: [ clienteert -
Key Store: I—I\_|

Pagssward [ |

Export Cedificate ‘

Figure 6.24. Route Map Item

5. Click “Export Certificate” displaying Figure 6.25,

Eil=  Help

1 Corsole Root @ Certificates

=9 Certificates - Current User
= Personal
TS [e—
C3 Trusted

(1 Entkerprise Trust

Issued To/ | 1ssued E: | Expiration Date
Edoecrypt PHINMS-IIS 11f4fz009
ELawrence Loftley CDC Secure Data Netwark CA 1j23(2009
ElroLer PHINMS-TI5 11p4f2003
[+~ Intermediste Certificati

i [fackive Directary User Obiect] [E=)senpeEr PHINMS-TIS 11p4f2009
[#-(C Trusted Publishers

(£ Untrusted Certificates
(Z Third-Party oot Certif
[#1-[_1 Trusted People

(L Certificate Enrollment F

% Export Selected Certifcates

[N — 2l 4| 1+

Personal store contains 4 certificates [

Figure 6.25. Windows MMC Certificates

6. Select a certificate form the list on the right and click “Export Selected Certificate”,
displaying figure 6.26,
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Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists From a certificate
stare ba your disk.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains infarmation
used ta protect data or to establish secure network
connections, & certificate stare is the system area where
certificates are kept.

Ta continue, click Mext.

< Back Cancel |

Figure 6.26. Certificate Export Wizard

7. Select Next displaying Figure 6.27,

Certificate Export Wizard

Export Private Key
*You can choose to export the private key with the certificate,

Private keys are password protected. IF you want to export the private key with the
certificate, you must bype a password on a later page.

Do you want ko export the private key with the certificate?

Mo, do not export the private key

< Back I Mext = I Cancel |

Figure 6.27. Export Private Key

7. Select Yes, export the private key,
8. Select Next displaying Figure 6.28,
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Certificate Export Wizard x|

Export File Format
Certificates can be exported in a wariety of fils formats.

Select the Format you wank ko use:
| DER encaded binary #,508 [, CER)
€ Base-64 encoded %500 (.CER)

© Gryptographic Messane Syntax Standard - PKCS #7, Certificates (,F7B)
I~ | nclude 2l certificates in the certification path iF possible

% Personal Information Exchange - PKCS #12 { PR}
¥ Include all certificates in the certification path if possible
I™ Enable strong protection (requires IE 5.0, NT 4.0 5P4 or above)

I Delete the private key if the export is successful

< Back I Mext = I Cancel |

Figure 6.28. Export File Format

9. Select Personal information Exchange,

10. Check Include all certificates in the certification path if possible,
11. Uncheck Enable Strong Protection,

12. Uncheck Delete the private key if the export is successful,

13. Select Next displaying Figure 6.29,

Certificate Export Wizard x|

Password
To mainkain security, you musk prateck the private key by Using & password,

Type and confirm a passward,

Password:

Confirm password:

——

< Back I Next > I Cancel

Figure 6.29. Password

14. Enter and confirm the Password (SDN Challenge Phrase is recommended),
15. Select Next displaying Figure 6.30,
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Certificate Export Wizard x|

File to Export
Specify the name of the File you wank ko expark

File: name:

Browse. .. I

< Back | Next > I Cancel |

Figure 6.30. File to Export

16. Select Browse displaying Figure 6.31,

Save As HE
Save jn: I@ certs j €] y 0

%dacryptcert.pfx

File name: Isendar.pfx j Save I
Save as type: IPersona\ Information Exchange [*.pfx] j Cancel

Figure 6.31. Save As

17. Navigate to C:\PHINMS install directory\ security\sender\name of the .pfx file,
18. Select Save displaying the File name on the File to Export screen,

19. Select Next,

20. Select Finish displaying Figure 6.32, and

Certificate Expork Wi x|

The expork was successful,

Figure 6.32. Export was Successful
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21. after inputting your .PFX and Password, displaying figure 6.33,

Route Map

Route Mame:  [cDCStagingReceiver |
ToParyID:  [2.16.840.1.114222.4.32.2.21.2 |
Path: |phinmsireceiveﬂle |
Host: |phinmsstg.cdc.g0v |
Port: [143 |
Pratocal: |H'I'I'PS '|
AuthenticationType: |c|ientcer1 '|

Key Stare: |C:Icensisender.pfx ||_|
Password: [onnnned| |

Export Cerificate |

Figure 6.33. Route Map Item

Key Store Management Import certificate wizard

Perform the following steps to import a certificate:
Select elliptical to browse for your .pfx file displaying Figure 6.34,

Look In: |D certs '|

= decryptoer

= decrypteert.pi

= iistootcer

=] Mew Text Docurnent bt
El poller.cer

E] sender.cer

=] sender.pfic

E] Testtt

File Mame: |sender pfi |

Files of Type: [ All Files ~|

Figure 6.34. browse for .pfx file

Select OPEN, type password that was created for .pfx file, displaying figure 6.35,
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Route Map

Route Name:  [coCStagingRecebver |
ToPatylD:  [2.16.840.1.1142324.33.2.2.1.2 |
Fath: |phmmsﬂ’receweﬂle |
Host |pmnmsstg.cdc.gov |
Port: [443 |
Frotacal: |H'|-|'p5 '|
AuthenticationType |c|iemcert '|

Key Store: [cacensisenderps. [
PAsEwN: [ss0enas] |

Expont Certificate |

Figure 6.35. Route Map Item

Click OK, displaying figure 6.36,

Route Map\
rRoute Map
Name | CPA
loophack loophback

CDOCRingServer  cde-http-ping

COCProduction?.. 216840111422
CDCStagingRec... 216840111422
registration COCRegistration...

| add | [ update || Detete |

| Save || Cancel |

Figure 6.36. Sender Configuration

Click Save, displaying figure 6.37,
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Figure 6.37. Set Configuration

Select OK, and
Restart PHINMS application from the console.
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7.0 RECEIVER INFORMATION
7.1 Configure WorkerQ

The Worker Queue (WorkerQ) is the database table used for storing inbound messages. When
configured from the Receiver configuration screen in the Console, it is used to drop incoming
messages sent to the Receiver. The database configuration needs to be completed before
creating WorkerQ table. The instructions to configure a database connection to the external
database are in Section 5.0.

If configured from the Sender configuration screen in the Console, it is used to write the
responses to polling requests (route-not-read configuration). More information on Sender
configuration can be located in the PHINMS Technical Reference Guide.

Create an external database WorkerQ table by following steps below:

Open the PHINMS 2.8.01 Console displaying Figure 7.1,

~“PHINMS

""" Data Source =
d - Fri Mar 258 12:45:32 EDT 2008

Refresh

Table Name: TransportQ_out
Route Queued Attempted Successes Failures

L Table Name: TransportG_out
El .«s RNR Messages

[ Tahle Mame: rnrwarkergueue
=l .¢% Received Messages
[ Tahle Mame: testworkergueue

R B

Table Name: testworkerqueue

Data Last Data Total
~ Today Yesterda;
See Also = Source Received Rl Y Count

&) Help

& PHINMS Online
B Documents
L Downloads
£ Communities

r | Messages T
| &:]Alarms ‘
‘Nurmal nE_]|

Figure 7.1. PHINMS 2.8.01 Console

Select Configure>Receiver>WorkerQueues displaying Figure 7.2,
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Receiver Configuration
[Datahasel!| Service Map |
rDatabase
[n} | Type
hagico ! hagich
| add || Update || Delete |
Save Cancel

Figure 7.2. Receiver Configuration - Database

Select Add displaying Figure 7.3,

Database Item

Database
Datahase ID: ||

Database Type: |access =

Datahase URL: |

Database User: |

Datahase Password: |

|
|
|
Database Driver: | |
|
|
|

Re-enter Passward: |

Pool Size: | 2|§|

| Glueue Maps for this Database |

Figure 7.3. Database Item

Enter the database items using Table 2 for an explanation of the values,

TAG VALUE DESCRIPTION

Database ID The unique name for the database connection pool, referenced in the queue map.
The service map uses the databaseld to map the queue to a specific database.
(The unique databaseld is determined by the user.)

Database Type | Designates the type of database.

Database URL | The URL to the database. The URL depends on the type of database and driver
used such as jdbc:sqlserver://host:portnumber;DatabaseName=database for
Microsoft SQL Server and jdbc:oracle://host:port:sid for Oracle.

Database The type of JDBC driver. The JDBC driver should be appropriate for the type of
Driver database such as com.microsoft.sqlserver.jdbc.SQLServerDriver for Microsoft
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TAG VALUE DESCRIPTION

SQL Server and oracle.jdbc.OracleDriver for Oracle.

Database User | This user account is provided by the database administrator for login purposes which
is used to automate the login process via PHINMS. A pointer to the database user
entry in the Message Receiver's encrypted password store. The value is not the
database user but the name of the tag within the password file. The value of the tag
contains the actual database user name.

Database This password is provided as part of the user account created by the database
Password administrator for login purposes which is used to automate the login process via
PHINMS.A pointer to the database password entry in the Message Receiver's
encrypted password store. The value is not the database password but the tag
within the password file. The value of the tag contains the actual database

password.

Pool Size The number of database connections to open. When setting the pool size ensure
the system can handle the maximum client load while keeping enough memory
available.

Table 2. WorkerQ Database Tag Values

Select Queue maps for this Database displaying Figure 7.4,

Queue Maps |
Queue Maps
Glueue 1D | Tahle Mame
Add
| Ok | | Cancel |

Figure 7.4. Queue Maps

Select Add displaying Figure 7.5,
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Queue Map Item |
Queue Map
Gueue Map 1D | |

Tahle Name; | |

| (] || Cancel |

Figure 7.5. Queue Map Item

Enter Queue Map ID, (The Queue Map ID is determined by the user.)
Enter Table Name,

Click OK,

Click OK,

Click OK,

Click Save displaying Figure 7.6,

-
l SET COMFIGLIRATION: Was successfull Please restart vour application server for changes to take effect.

Figure 7.6. WorkerQ Database Configuration Successful

Select OK, and
Restart PHINMS.

7.2 Create Service and Action Pair

PHINMS 2.8.01 uses message envelopes for each sent message. The envelope has addressing
information tags called Service and Action known as character strings. Character strings are
logically mapped to an application queue on the receiving side. The Service and Action tags
determine the message type.

Create a Service and Action pair by completing the following steps:

Open the PHINMS 2.8.01 Console displaying Figure 7.7,
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‘= PHINMS Console: CDC PHIN-MS =1
File Tools | Gonfigure  Help :'z IPHINMS
- Refresh

ENCIANEEEEPEER Data Source
d - Fri Mar 28 12:45:32 EDT 2008

General

Alarms

Restart PHINMS

L4 Tahle Mame: Transport@_out
=l g5 RNR Messages

L Tahle Mame: rnrwarkergueue
=l s Received Messages

3 Tahle Mame: testworkergqueue

Table Name: Transport() out
Route Queued Attempted Successes Failures

Recemed

Table Name: testworkerquene

Data Last Data Total
Source Received Today Yeste = Count

See Also S

0 Help

WP PHIMNMS Online
. Documents
Lo Dovnloads
3'5- Communities

r __“IMessages —I
| Q_f_lklarms |
[Mormal =

Figure 7.7. PHINMS 2.8.01 Console

Select Configure>Receiver>WorkerQueues displaying Figure 7.8,

Database ' Service Map‘\
rService Map
Service | Action
defaultserice defaultaction
Add
| save || cancel |

Figure 7.6. Service Map

Select Service Map,
Select Add displaying Figure 7.7,
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Service Map Item:
Service Map

Service: |test |

Action: | send |

Type:  |workerQueue ~
@D | Tane @D | Table
workerd... testiwork.. warkerd... testiark..

[ |Payload to Disk [[] Text Payload

Figure 7.7. Service Map Item

Enter Service,

Enter Action,

Select WorkerQueue from the dropdown list,

Highlight workerqueue located under Q ID on the left-hand side,
Select Add,

Select OK displaying Figure 7.8,

Receiver Configuration

Database ' Senice Map‘\
rService Map

Service | Action
defaultservice defaultaction
test send

Add

| Save || Cancel |

Figure 7.8. Service and Action Added

Select Save displaying Figure 7.9,
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L ]
l SET CONFIGURATION: Was successfull Please restart vour application server for changes to take effect.

Figure 7.9. Service and Action Successful Configuration
Click OK, and
Restart PHINMS.

7.3 Configure Service Map
Open the PHINMS 2.8.01 Console displaying Figure 7.10,

‘=& PHINMS Console: CDC PHIN-MS

File Tools | Configure Help

—IPHINMS

Filter Mess
d - FriMar 28 12:45:32 E

Sender Refresh

EMl Data Source >
2008

Alarms

Restart PHINMS

[ Table Mame: Transporta_out
= g5 RNR Messages

(3 Table Mame: rirworkergueus
= .cv Received Messages
(3 Table Name: testwarkerqueue

Table Name: Transport_out
Route Queued Attempted Successes Failures

Table Name: testworkerqueus

Data Last Data Total
Source  Received Today Vesterday ¢ nt

See Also

& Help

&P FHIMMS Online
M Documents
Lo Downloads

4 Communhitias

___IMessages

&ﬂ Alarms

[Mormal 4|

Figure 7.10. PHINMS 2.8.01 Console

Select Configure>Receiver>WorkerQueues displaying Figure 7.11,

Database = Semwice Map\

rService Map
Senice | Action
defaultservice defaultaction

test send

| agd || upgate || Deste |

Save Cancel

Figure 7.12. Service Map Receiver Configuration
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Select Add, displaying Figure 7.13,

Service Map
Setvice: |test |

Action: |send |

Type: |Worker@ueue v|

aiD | Tahle QD | Tanle
warkerd... testwark.. workerd... testwork...

[[] Payload to Disk ext Payload

Figure 7.13. Service Map Item

Enter the following parameters:
= Service: test,
= Action: send,
=  Type: WorkerQueue opening the service map item,

Note: The Service and Type displayed in Figure 7.13 could use different terms depending on the
program used.

Highlight testworkerqueue QID,
Select Add moving the Q ID to the right,
Check Text Payload,

Note: When Payload to Disk is checked the incoming payload is written to disk instead of to the
database field. In this case the name of the local file on disk is stored in the WorkerQ table.
When Text Payload is checked, the payload is written to the payloadTextContent field. When
Text Payload is not checked, the payload is written to the payloadBinaryContent field in the
WorkerQ.

Select OK, and
Select Save returning to the PHINMS 2.8.01 Console.

Send a dummy message to test the setup. Verify the TransportQ and WorkerQ data fields are
correct.
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8.0 UNINSTALL PHINMS 2.8.01

Complete the following steps to uninstall PHINMS 2.8.01:
1. Select Start>Programs>PHINMS>Uninstall PHINMS displaying Figure 8.1,

2 pHINMSUninstaller [_ol=]
C:\Program Files“\PHINMS>sc stop PHINMSTomcaté

SERVICE_MAME: PHINMSTomcat6b
TYPE : 18 WIN3Z2_OWN_PROCESS

STATE = 1 STOPPED
C¢NOT_STOPPABLE. MOT_PAUSABLE. IGMNORES_SHUTDOWM)>

WIN32_EXIT_CODE 8 (Bx@>
SERVICE_EXIT_CODE : @ (Bx@)
CHECKPOINT : BxB
WAIT_HINT : BxB

C:~Program Files“PHINMS>CALL "C:“Program Files“\PHINMS“bin:utilities“wait.bat" 2

C:“\Program Files“\PHINMS >ping 127.8.8.1 -n 2 —w 1888 1>nul

C:“\Program Files\PHINMS>sc delete PHINMSTomcatb
[SC]1 DeleteService SUCCESS

C:\Program Files“PHINMS>CALL "C:“Program Files“PHINMS:bhinutilities>wait.hat" 2

C:“Program Files“\PHINMS>ping 127.8.8.1 —n 2 —w 16888 1>nul

Figure 8.1. PHINMS Uninstaller screen

2. The DOS window displays the services are stopped and deleted at which time the
application uninstaller screen is initiated displaying Figure 8.2,

@8 1zPack - Uninstaller [_[C] =] |

(1) This will remove the installed application!

[~ iForce the deletion of C:\Program Files\PHINMS

|
{5 Uninstal | € Quit |

Figure 8.2. Application Uninstaller

3. Select “Force the deletion of the PHINMS install directory folder structure” then click
Uninstall displaying Figure 8.3, and

‘ IzPack - Uninstaller = |

l::,\' This will remove the inskalled application!

[¥ Force the delztion of C:iPragram Files)PHINMS

Unimskall |

Figure 8.3. Successful Uninstall

4. Click Quit.
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v C:Program Files
Fle Edit Wew Favorites Tools  Help | !’r'
O Back = ) - T | ' search |7 Folders | E‘
Address Iﬂ C:\Program Files j an
Folders X | Mame | Size | Type | Date ModFied _ ~
) Map ;I [acmak File Falder 10f22{2008 2:47
09 Messages [Z)Comman Files File Folder 11/25(2008 12:]
£ MBU_VSP_Cache () ComPlus Applications File Falder 10/22{2008 1:41
= outg;ing - [ Inkernet Explorer File Folder 10/22(2008 4:17
I3 PhinMs27sp1 J [IMSEML 4.0 File Folder 11j14/2008 10:(
() PHINMSZE01 1104 CIMIEML 6.0 File Folder 11/14/2005 10:[_
) processed ([INetMeeting File Falder 10/222005 Z:4¢
=1 5 Program Files ) 0nline Services File Folder 10/22{2008 1:4:
5 emak. ) Cutlook Express File Folder 10{22(2008 2:4¢
|5 Comman Files File Folder 11/26{2008 11:2
(5 ComPlus Applications ) Symantec File Folder 10/Z2( 2008 4:0; -
L) Internet Explorer = Eqvmﬁnfﬁr Antivir s File Frlder I AREa i 1n’: y

Figure 8.4. PHINMS install directory

6. Delete the PHINMS install directory. You have successfully uninstalled PHINMS 2.8.01.
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9.0 ADDITIONAL FEATURES
9.1 Export CPA

PHINMS 2.8.01 allows the user to export the Collaboration Protocol Agreement (CPA) directly
from the PHINMS 2.8.01 Console. Complete the following steps to export the CPA:

Open the PHINMS 2.8.01 Console,
Select Tools,

Select Export CPA Files,

Select the Route(s) to export,

Select Export Selected Routes,

Select a folder to store the exported CPA,
Select Open, and

Select OK.

9.2 Import CPA

PHINMS 2.8.01 allows the user to import the CPA directly from the PHINMS 2.8.01 Console.
Complete the following steps to import the CPA:

Open the PHINMS 2.8.01 Console,
Select Tools,

Select Import CPA,

Select the CPA to import,

Select Open, and

Select OK.

9.3 View Receiver Logs

The Receiver Logs stores information on the status of received messages and can be viewed
directly from the PHINMS 2.8.01 Console. Viewing the logs allows users to check the status of
received messages. Complete the following steps to view the Receiver Logs:

Open the PHINMS 2.8.01 Console,
Select Tools,

Select Receiver Logs,

Select the Route from the drop-down list,
Select Date, and

Select View displaying the text.

PHINMS Implementation Guide v2.8.01_12-17-08.doc Page 69 of 73



| T e 5
)
y ~ =
SA A 2 ~
|/ ) s
[ [/ /S
SAFER * HEALTHIER * PEOPLE™

PHINMS 2.8.01 Implementation Guide

9.4 View Sender Logs

The Sender Logs stores information on the status of send messages and can be viewed directly
from the PHINMS 2.8.01 Console. Viewing the logs allows users to check the status of sent
messages. Complete the following steps to view the Sender Logs:

Open the PHINMS 2.8.01 Console,
Select Tools,

Select View Sender Logs,

Select Route from the drop-down list,
Select Date, and

Select View displaying the text.

9.5 Import Trusted Certificate

A Trusted Certificate consists of a root and intermediate CA certificate. When the browser is
trying to make an SSL connection, it needs to validate the Certificate Chain of the SSL
certificate installed on the proxy server on the Receiver’s end. PHINMS Sender verifies the
Chain using CACERTS Key Store file. If the Chain does not match, the Sender has to import the
Trusted Certificate into the CACERTS Key Store file by using an import option

The user can now import the Trusted Certificate directly from the PHINMS 2.8.01 Console.
Complete the following steps to import the Trusted Certificate:

Open the PHINMS 2.8.01 Console,

Select Tools,

Select Import Trusted Cert,

Navigate to the location the Trusted Certificate is stored,
Select the Trusted Certificate (.cer or .pem file) to import, and

Select Open, successfully importing the Trusted Certificate into the Sender’s trusted CA
certificate store.

9.6 Import JDBC JAR Files

JDBC Jar Files are able to be imported directly from the PHINMS 2.8.01 Console. Complete the
following steps to import the three (3) JDBC Jar Files:

Open the PHINMS 2.8.01 Console,
Select Tools,
Select Import JDBC Jar Files,

Locate and select the jdbc driver for your database (see Table 1. JDBC Drivers, section 2.1,
page 11 for recommended jdbc drivers)
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Select Open,
A message will indicate a successful import, select OK, and
Restart PHINMS Tomcat Instance located in the Windows services console.

9.7 Change Login Password

PHINMS 2.8.01 allows the user to change the Console login password. Complete the following
steps to successfully change the login password:

Open the PHINMS 2.8.01 Console,

Select File,

Select Change Login Password,

Enter the Old Console Password,

Enter the New Console Password and Re-Enter New Console Password,
Select Change Password,

Click OK, and

Restart PHINMS 2.8 Apache Tomcat service.

9.8 Sender and Receiver Alarms

PHINMS 2.8.01 contains system alarms for the Sender and Receiver. This feature allows the
user to acknowledge and enter a resolution for each alarm. Configure the alarm features by
completing the following steps:

Open the PHINMS 2.8.01 Console,
Select Configure, Alarms,
Check Report Alarms

Note: When the Report Alarms is selected, the alarms can be viewed in the Console and
enabling the configuration of the Email Alarms feature.

Complete the following fields:
= SMTP Server - required,
= User Name,

= User Password,

= Re Enter User Password,

= From Address - required,
Select OK.
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9.9 Alarm Resolution

The Alarm Resolution feature allows the user to view error and help messages. It also allows the
user to store the resolution information. Take advantage of the Alarm Resolution feature by
completing the following steps:

Open the PHINMS 2.8.01 Console, Select Alarms located at the lower left-hand side of the
console displaying Figure 9.1,

‘=& PHINMS Console: CDC PHIN-MS ¥ersion GA 2.8.00 20080414 [_ Ol %]

File Tools Configure  Help

s ~IPHINMS
R

Receiver Alarms

L. CDC PHINME Alarm
: Sender Alarms
= 5 Errar Code | Resolved ‘ Creation T, ‘ Message R..‘ Category | Processed ‘ Critical Leve\| Record 1D

=g Receiver Alarms R I S = R RIS 7 =

Last Updated - hon Apr 14 12:28:08 EDT 2008

k MNWO004 false 2008-04-14 . 101 network false 1 1

Resalve Alarm

Record ID 2
Error Code NWOO01
Categary network
Critial Level 1
Error Message The Receiver is not up at phinmsping. cde.gov: 5088 or the.
Help Message (1) Correct the receiver host ancior por. (2) Unklock the fi
Creation Time 2008-04-1412:19:15 484
See Also 2 Processed
Message Record ID 0
) Help Resolved O
) PHINMS Online Resolved Time
M Documents Resole Infomation
\o) Downloads Resolve Comments
& Communities

~ | Messages

5| larms | temview /

ISEndEr Status-1d:[3] Message - Authentication failed. Receiver side: 01D 1.2 84011354918 2="1 207077363 56407761 7265204 96eA32e", Ch=wds00 uﬂ Sender |

Figure 9.1. Alarms
Select the Message to review,
Select Resolve Alarms displaying Figure 9.2,
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Errar ID: 7

Error Message:

The Receiveris notup at phinmsping.cdc.gov:5088 or the firewall |
s hlocking outgoing requests

Suggested Resolution:

{1} Correctthe receiver host andior port. (2) Unblockthe firewall w
hich is preventing outgoing requests

Resolwer Mame:

Resolution

Figure 9.2. Alarm Resolution

Review the Error Message and the Suggested Resolution,
Enter the Resolver Name,

Enter the Resolution,

Select Resolve displaying Figure 9.3, and

[ ]
l The alarmwas successfully processed

i

Figure 9.3. Alarm Successfully Processed

Select OK.
9.10 Folder-Based Polling

This feature makes it much easier for applications to interface with PHINMS 2.8.01. Senders
can now configure the Console for Folder-Based Polling. Folder Based Polling allows the
Sender to store the messages in a folder and the system will send the messages from the folder
instead of a database. The associated route is defined in the Console and does not need file
descriptors. Configure the Folder Based Polling feature by completing the following steps:

open the PHINMS 2.8.01 Configure,
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select Configure>Sender>Folder Polling,

check Folder Based Polling,

select Add,

populate the Folder Properties,

select Security Options,

select OK,

select Save,

select OK,

select the PHINMS 2.8.01 Console Restart button,

create the following three (3) folders in any directory:
= Qutgoing - used to store messages to be sent,
= Processed - regional file which messages have been processed, and
= Acknowledgement - stores the message receipt from the Receiver.

9.11 Transport Queue Auto Delete

open the PHINMS 2.8.01 Configure,

select Configure>Sender>TransportQueues
Select the Transport Queue to be modified
Click update

Click Queues for this database

Select the table to be modified

Click update

Locate the auto delete section

Enable Auto delete

Modify Frequency to your desired setting
Configure a start date and time

Modify Retention Period to your desired setting
Click ok, click ok, click ok, click save
Click ok on the acknowledgement

Click configure

Click Restart PHINMS
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9.12 Worker Queue Auto Delete

open the PHINMS 2.8.01 Configure,

select Configure>Receiver>WorkerQueues
Select the WorkerQueues to be modified
Click update

Click Queues for this database

Select the table to be modified

Click update

Locate the auto delete section

Enable Auto delete

Modify Frequency to your desired setting
Configure a start date and time

Modify Retention Period to your desired setting
Click ok, click ok, click ok, click save
Click ok on the acknowledgement

Click configure

Click Restart PHINMS
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